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IN THE UNITED STATES DISTRICT COURT REGC'D/~ILED

FOR THE WESTERN DISTRICT OF WISCONSIN/py 10 112300

ELERX US 52T SAURT
IN THE MATTER OF AN w0 6T Wl
APPLICATION FOR AN ORDER
PURSUANT TO TITLE 18,

UNITED STATES CODE, SECTION

2703

Case No. &0—0409//7'///0‘/

UNDER SEAL

vvvv’ S’ St

APPLICATION FOR PRODUCTION OF RECORDS

The United States of America, by Timothy M. O'Shea, Assistant United
States Attorney for the Western District of Wisconsin, hereby applies for an order
pursuant to Title 18, United States Code, Sections 2703(c)(1)(B)(ii) and (d),
directing SAVVIS Communications, 717 Office Parkway, St. Louis, Missouri, to
produce:

(1)  all information known to SAVVIS and its employees relating to: Intérnet
Protocol (IP) numbers 216.91.119.36, 216.91.119.37, 216.91.119.41, and
216.91.119.43; Duane Pede; Jeff Allen; Jeffrey D'’Ambrosia; Sports
Spectrum; Sports Spectrum Internet Services; The Scoreboard; Tomorrow
River Internet Services; Gold Medal Sportsbook and Casino; and Seven
Palms Casino and Sportsbook;

(2)  the trace route for all electronic communications between the individuals,
businesses and IP numbers listed above and the name, address and
telephone number for each entity in that route;

(3) the name, address and telephone number of the entity or entities which



service the individuals, businesses and IP addresses listed above and, if

more than one, which entity sells Internet services to the individualé,

businesses and IP addresses listed above; and
(4) anylogs documenting communications between the individuals or entities
listed above from December 1, 1999 to the present.

As set forth in the following paragraphs, the United States submits that
there are specific, articulable facts showing that the records and information are
relevant and material to an ongoing criminal investigation.

1. An investigation conducted by the Internal Revenue Service-Criminal
Investigation Division (IRS-CID) and the Federal Bureau of Investigation (FBI)
indicates that since 1996, Duane Pede and Jeffrey D’Ambrosia (aka Jeff Allen)
have been engaged in off-shore sports bookmaking on the Island of Curacao,
N.V.. Currently, Pede and D’Ambrosia have two Internet sites which facilitate
sports bookmaking on the Island of Curacao, namely, Gold Medal Sportsbook
and Casino (Gold Medal) and Seven Palms Casino and Sportsbook (Seven
Palms). These businesses solicit sports wagers from customers living in the
United States in states which prohibit sports gambling. Bettors within the United
States can place wagers with Gold Medal and Seven Palms over the telephone
and over the Internet, using the sites alluded to above. Those wagers, and the
transfer of information implicit in those international communications, are
violations of Title 18, United States Code, Section 1084 (transfer of wagers and

wagering information over wire communications in interstate and foreign

commerce).




2. The investigation indicates that Pede and perhaps D'Ambrosia have
managed Gold Medal and Seven Palms in Curacao over the Intemnet frorh Sports
Spectrum Internet Services, a Nelsonville, Wisconsin Internet Service Provider
owned by Pede and D'Ambrosia. Pen reg'-ters and trap and trace records,
pursuant to this Court's orders, indicate that between June 2, 1999 and
December 13, 1999, there were on average 378 Internet communications each
day between Sports Spectrum Internet Services and either Gold Medal and
Seven Palms. During the same time period, these businesses exchanged
1,629,442 packets of information. Because each packet can have as much as
1,500 characters, the number of characters exchanged was a maximum of
2,444,163,000.

3. The investigation indicates that on approximately December 22,
1999, Gold Medal and Seven Palms switched their Internet Service Provider from
Antelecom, N.V. to a new Internet Service Provider (ISP). The investigation
shows that the new ISP uses IP addresses assigned to SAVVIS
Communications. Contacts with SAVVIS communications indicate that the IP
addresses have been leased to another ISP.  This purpose of this application is
to learn the new ISP from whom the individuals and businesses listed above are
receiving Internet access.

4. The requested information is relevant and material to the
investigation cqncerning transmission of wagers and wagering information over
wire communications in interstate and foreign commerce because the requested

information will confirm that Pede, D’Ambrosia and their businesses have begun



to use a new ISP and will provide the United States with the requisite information

to apply to this Court for a pen register and trap and trace order.

5. The United States requests that notification to the subscriber be
delayed for a period of 90 days because notification could cause an "adverse
result” in this criminal investigation as that term is defined in Title 18, United
States Code, Section 2705(a)(2). The United States submits that an adverse
result could occur because, if the targets learn of this federal investigation, they
will likely take éteps to avoid detection and frustrate the investigation.

6. WHEREFORE, the United States requests that this Court order,
pursuant to Title 18, United States Code, Sections 2703(c)(1)(B)(ii) and (d), that
the custodian of records for SAVVIS Communications, 717 Office Parkway, St.
Louis, Missouri, produce to agents of the Federal Bureau of Investigation and/or
Internal Revenue Service United States Customs Service:

(1)  all information known to SAVVIS and its employees relating to: Internet
Protocol (IP) numbers 216.91.119.36, 216.91.119.37, 216.91.119.41, and
216.91.119.43; Duane Pede; Jeff Allen; Jeffrey D'Ambrosia; Sports
Spectrum; Sports Spectrum Internet Services; The Scoreboard; Tomorrow
River Internet Services; Gold Medal Spbrtsbook and Casino; and Seven
Palms Casino and Sportsbook;

(2)  the trace route for all electronic communications between the individuals,
businesses and IP numbers listed above and the name, address and
telephone number for each entity in that route;

(3) the name, address and telephone number of the entity or entities which




service the individuals, businesses and |P}addresses listed above and, if

more than one, which entity sells Internet services to the individualé,

businesses and IP addresses listed above; and
(4) any logs documenting communications between the individuals or entities
listed above from December 1, 1999 to the present.

.7. The United States also requests that this Court order that the agents
and employees of SAVVIS Communications not to disclose the existence of this
application and order for production, or any production of records made
thereunder, for a period of 90 days unless authorized by this Court. ltis further
requested that the Clerk of this Court seal this application and the order issued
thereon until further order of the Court.

Dated this La_%ay of January, 2000.

Respectfully submitted,

PEGGY A. LAUTENSCHLAGER
United States Attorney

[y 4

Z(MOTHW osHEAV/ v
A

ssistant U. S. Attorney
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(Criminal Tax)
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MEMORANDUM FOR DIVISION COUNSEL/ASSOCIATE GHIEF cou $EL
i |
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SUBJECT: Applicability of § 4401 to offshore gambung corporiaitions
} I ‘

This responds to your request for technical assistance as to@ whether the }rcise tax

s
1

on wagering Imposed by § 4401 of the Internal Revenue e applies to wagers
accepted by an offshore gambling corporation as described below, or wh ther the
tax does not apply because of the territorial limitation contalhed in§ 4404f

An offshore gambhng carporation (the corporation) is mcorp rated in a forgign
. country where its gambling activities are legal. Its shareholders consist of U.S.
citizens and the corporation qualifies as a controlied foreign icorporation described
in § 957, the corporate officers and employees that control the gambling epterprise
and transmit the money to the winners are U.S. citizens. Thp corporation Hecepts
wagers as defined in § 4421(1). To make a wager, a bettor nust establish an
account with the corporation by sending a deposit (typically ?tcheck or wirg:
transfer) to the corporation or to a designated bank. The bettor may then place
wagers with the corporation by sending messages to the corporation's forei
Internet address or cailing its foreign toll-free telephone number. Most of:
wagers the corporation receives are made by U.S. citizens abd originate in the
.United States. The majority of the corporation’s employess m receipt of thy | wagers
are citizens of the foreign country. |

Saction 4401(a) i Imposes a tax on certain wagers. Section 4401(::) provude]é that
each person that is engaged in the business of accepting wagers shall be ljable for
and shall pay the tax on all wagers placed with that parson. E i

H

t
Section 4421(1) provides that the term wager means any wa%er with respe&:L toa
sports event or a contest piaced with a person engaged in the business of |1
accepting wagers, any wager placed in a wagering pool with taspect to g sL s
event or & contest, if such pool is conducted for profit, and anﬁ/ wager placed in a
lottery conducted for profit. : g

i
{
i
i
H
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Saction 4404 provides that as to territorial extent, the wagering tax applidd
wagers (1) accepted in the United States, or (2) placed by & person that i in the
United States (A) with a person that is a citizen or resident bf the United ates, or

(B) In @ wagering pool or lottery conducted by a person thal is a citizen of resident
of the United States.

<
i
H

Section 44.4404-1(a) of the Wagering Tax Regulations proxtdes that all
made within the United States are taxable Irrespective of th citizenship
residence of the parties to the wager. Thus, the tax appliesito wagers pl
the United States even though the person for whom or on whose behalf ¢ wagers
are received is located in a foreign country and is not a citizbn of the Unité States.
Likewise, a wager accepted outside the United States by a ditizen or resident of the
United States Is taxable if the person making the wager is within the United States
at the time the wager is made. g ¥

| i

As described above, the wagering taxes are anly imposed o{'a wagers withir the
territorial extent of § 4404(1) or (2). For & wager to be within the teritorial extent of
§ 4404(1), it must be “accepted in the United States.” We are of the opinioh that,
as used [n § 4404(1), this refers to the location where the game operator (the
corporation) accepts the wager. Further, we are of the opinipn that if a gaple
operatar accepts a wager at a teiephone station or computer terminal’ located in a
foreign country, the wager is not accepted in the United States for purposes of

§ 4404(1).2 Accordingly, the wagers described above are nqat within the ritorial
extent of § 4404(1).”

1
v

1
!

i
i
|
;
|
|

't can be argued that use of a U.S. based “smart sewer“ (a network mputer
that stores application programs and data files accessed by other computers i the
network and that can execute the core business functions of a ‘frporation withput
human Intervention) establishes acceptance of a wager in the United States.

_nelther the IRS nor Treasury has established a position for fedefal tax purposds as to
the effect of the use of a smart server in commercial transactions. {

]
? Under general contract law, a telephone acceptancs is Lﬂecﬁve (takeiﬁlace)
8

where spoken into the telephone by the acceptor. 1 Williston gnf;ggﬂtractg §
270 (Jaeger ed. 1957). I

? Sectlon 4404(2), some criminal provisions, and some ofithe common |
contracts relating to wagering focus on the situs where the bet isl placed rather
accepted. However, the termritorial reach of § 4404(1) is explicitlyl based on the iditus of
the acceptance of the wager. No inference should be drawn regarding the ap
of the conclusion regarding § 4404(1) to federal criminal statute$ or other law
may apply to offshore gambling corporations. ‘

{
f z :
¢ .
!
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For a wager to be within the territorial extent of § 4404(2), |t must be pla
person who "Is a citizen or resident of the United States.” At the outset t
question arises whether It is the citizenship or residency ofithe corporate ;
representative taking the wager (that is, the individual recelving the telephone call
or internet transmission and accepting the wager on behalfiof the corporation)
and/or the citizenship or residency of the corporate entity itself that contrpls. We
are of the opinion that it Is the citizenship or residency of the corporate eftity that
controls; we do not believe the citizenship or residency of the representafive that
happens to accept a particular wager controls the incldencq of taxation. ||

As stated above, the corporation is not a resident or dtizen‘kf the Unitedgatos.

%d with a

Accordingly, if the corporation’s entity status is respected, the wagers deseribed
above are not within the territorial extent of § 4404(2). How}ever, under ceftain
circumstances an entity's corporate status is not respected:lits corporate veil may
be pierced. If plerced, the wagers placed by persons in the iUnited States may be
within the territorlal extent of § 4404(2). ;

'
!

]
H
i

|

A corporate veil may be plerced where it can be shown that &1) the corpo
the alter ego of its owners and/or shareholders, (2) the corppration is used ifor
ilegal purposes, or (3) the corporation is used as a sham to erpetrate a fraud.
Villar v. Crowley Maritime Corp,, 990 F.2d 1488, 1496 (5" Clr. 1993). ||
!
In the instant case the corporation engages in substantive buslness activi
. foreign jurisdiction that legally permits its wagering functions. {n National
Commissioner, 336 U.S. 422, 433 (1949), the court recognided that the grdat
majority of corporations owned by sole stockholders are "dummies” in the idense

corporation but by their owners acting individually. The court stated that it made no
difference tax-wise that a corporate owner retains direction qf the corporafion’s

affairs down to the minutest detail. 1d. at 431. Thus, in the hstant case it
argued that the citizenship of the sharehoiders exercising coptrol does no
grounds for disregarding the separate corporate entity. AddRionally, if the|purpose
of a corporation is to carry out substantive business function, or it in fact
-in substantive business activity (as the case appears here), the fact that

disregard the corporation for federal tax purposes. kson V.
F.2d 289, 290 (2" Cir. 1958). Further, a seller that Is resident in one jurlsdiction
may purposely conduct business by mail or telephone with pérties in another
jurisdiction and stili have its tax status respected in the jurisdiction in which ft is
located. See, €.9., Quill v. North Dakota, 504 U.S. 298 (1 99?) (out—of-stat% mail-

order house need not callect use tax of states to which it maijs goads).*

| |

* In Fisher Flouring Mills Co, v. United States, 270 F.2d 7 (8% Cir. 1954), the
court held that with regard to transportation services performed between two pbints in

|

i i
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However, you have stated that the corporation may viclatei certain U.S. ¢riminal
statutes when the wagers by U.S. citizens or residents areitransmitted td the
corporation or winnings are paid out to those bettors. Spetifically, the céfporation
may be in violation of (1) 18 U.S.C. § 1084, Transmission ¢f wagering information,

" (2) 18 U.S.C. § 1955, Prohibition of illegal gambling busingsses, and (3)18 U.S.C.
1858, Laundering of monetary instruments. Should violatign of these, orj &ny othar,
criminal statutes be established, it may be argued that the forporation is{being used
for criminal purpoges and that the corporate veil should belpierced. Whi er
efforts to plerce a corporate vell in any particular case will succeed is likaly to be
fact specific and entall litigation hazards that should be ¢o sidered. .

-8

{
if you have any questions, please contact Theodore Margo&;ulos at 622-3130.

e el — —

i
{
i
!
!
i
i

__the United States, but where the check for the services was p*id byadraftonia
Canadian bank in Canada, the exciss tax did not apply as the ftatute plainly dnd
unambiguously required payment in the United States. The
the responsibility of the Congress rather than the courts to renjedy statutory
and that taxpayers may arrange the situs of remittance to av
Fingh Co. v, United States, 184 F.Supp. 735 (D. Minn. 1960),
transportation services were performed entirely within the United States but
the services was paid to @ Canadian agent specifically to avoid the excise tax, tax was
not owing as amounts were not paid in the United States. But
United States, 133 F. Supp. 387 (Ct. Cl. 1955), cert. denied, 350 U.S. 803 (1
where the court found that when property was shipped entirelylin the United |
payment of a check issued by a U.S. bank was delivered in Cahada for tax ayoi
purposes, the amount was paid in the United States.
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® OFFICE OF INTERNATIONAL AFFAIRS

TEAM ONE - GENERAL INFORMATION FOR REQUESTING
LEGAL ASSISTANCE FROM FOREIGN JURISDICTIONS
Revised March 15, 2002

A. Team One Staff

LYSTRA BLAKE, Associate Director
202-514-0010 lystra.blake2@usdoj.gov

TRESSA BORLAND, Senior Trial Attorney
202-514-0013 tressa.borland@usdoj.gov

JASON CARTER, Trial Attorney

202-616-3073 jason.carter@usdoj .gov
RICHARD OWENS, Senior Trial Attorney
202-514-0045 richard.owens2@usdoj.gov
PATRICIA PETTY, Senior Trial Attorney
202-514-3655 . patricia.petty@usdoj.gov
HELMA LANYI, Paralegal Specialist
. 202-616-3071 ‘ helma.lanyi@usdoj.gov
MAJU MATTAMAL, Paralegal Specialist
202-616-0559 maju.mattamal@usdoj.gov
ANNETTA FRAYER, Legal Assistant
202-616-0574 annetta.frayer@usdoj.gov
B. Team One Addresses
¢ by U.S. mail: U.S. Department of Justice

Criminal Division

Office of International Affairs
Jack Keeney Building, 8™ Floor
1301 New York Avenue, N.W.
Washington, D.C. 20530

¢ by private carrier: Office of International Affairs
Jack Keeney Building, 8" Floor
1301 New York Avenue, N.W.
Washington, D.C. 20005

4 by facsimile: (202) 514-0080



Team One Jurisdiction: Extradition & Mutual Assistance
Matters

AFRICA (all countries)

CARIBBEAN (English-speaking islands and Haiti)
BELIZE (former BRITISH HONDURAS)

GUYANA (former BRITISH GUYANA)

IRELAND

UNITED KINGDOM AND OVERSEAS TERRITORIES

1. MLAT Jurisdictions
. Anguilla
. Antigua & Barbuda
. Bahamas
. Barbados
. British Virgin ‘Islands
. Cayman Islands
. Dominica
. Egypt
. Grenada
. Jamaica
J Montserrat
. Morocco
. Republic of South Africa
. St. Kitts & Nevis
. St. Lucia
. St. Vincent & the Grenadines
. Trinidad & Tobago
. Turks & Caicos
. United Kingdom
2. Letter of Request Jurisdictions
. Belize (currently lack legislation to assist)
. Bermuda
. Gibraltar (drug investigation or prosecution)
° Guernsey
. Guyana
. Isle of Man
. Ireland
. Jersey
3. Letter Rogatory Jurisdictions

. Gibraltar (non-drug prosecution)




D. Requests To Foreign Countries For Legal Assistance

. Federal and state prosecutors and investigators can seek and
~generally obtain legal assistance from foreign countries by
submitting mutual legal assistance treaty (MLAT) requests,
letters of request, or letters rogatory. See listing at C,

supra.

Federal prosecutors MUST submit MLAT requests, letters of
request, and letters rogatory to OIA for review. Moreover, all
MLAT requests must be signed by the director or a deputy director
of 0OIA, which serves as the central authority for the United
States in all MLATs.

State prosecutors similarly must submit all MLAT requests to
OIA for review and signature and are advised to submit other
requests for review.

E. Drafting Requests To Foreign Countries For Legal Assistance
1. Use the template provided by OIA as a drafting guide.
Follow the format and style of the template.
2. Prepare the draft in double-spaced format using WORD
. PERFECT.
3. Complete the OIA transmittal form (see 0., infra.) and

transmit the form and draft by e-mail to OIA as
directed on the form.

4, Where OIA returns a draft for revision, use the
returned electronic text to make revisions unless
otherwise directed by OIA.

5. Periodically check by e-mail with OIA regarding the
status of the draft or execution of the request.

6. Immediately notify OIA by e-mail if changes in
.circumstances affect the timing for execution of your
request (e.g., setting of a trial date, granting of a
continuance) or the need for execution (e.g.,
stipulation of facts, conclusiaon of a plea agreement,
imposition of sentence).

F. ATTACHMENTS

Do not include attachments UNLESS (1) requested by the
foreign state or (2) inclusion clearly will facilitate execution
(e.g., a bank document that identifies the account from which
. records are requested).



G. UNDERTAKINGS

Requests to certain jurisdictions require an "Undertaking"
or affidavit from the prosecutor stating that any materials
provided will only be used for the purpose stated in the request.
OIA will provide forms for those jurisdictions.

H. CONFIDENTIALITY

Transmitting requests to foreign states entails the
possibility of disclosure (both existence and contents). Foreign
authorities generally exercise best efforts to keep confidential
the contents of requests except to the extent that disclosure is
necessary to effect execution. However, if you have good reason
to request confidentiality in execution of a request, request it
and provide a credible fact-based reason (i.e., not based on U.S.
laws or practices). Upon request, some authorities allow the
United States to withdraw requests that cannot be executed
without disclosure. In any event, be aware that once your
request leaves the territory of the United States, the United
States no longer controls access and some risk exists that, even
with best efforts, the contents may be disclosed.

I. DISCLOSURE OF GRAND JURY MATERIAL

In making requests that arguably disclose grand jury
material, follow the case law and practice for your judicial
district regarding Rule 6 (e) disclosure orders.

J. LENGTH OF TIME TO EXECUTE

Requests for assistance typically take a long time to
execute after authorities in the foreign jurisdiction receive
them. The length of time varies from jurisdiction to
jurisdiction and from request to reqguest. As a general
" proposition, the time required for execution is measured in
months, not weeks. Two months is a relatively short time; 3-6
months is normal. In difficult executions, or executions facing
legal opposition in the foreign jurisdiction, execution can take
6 months or more. In other words, don't put off seeking foreign
asgistance until the last minute or you will be disappointed.

K. STATUTE OF LIMITATIONS/SPEEDY TRIAL CONSIDERATIONS

Title 18, U.S.C., §§ 3161 (h) (9) and 3292 provide
respectively for suspension of the speedy trial and statute of
limitations deadlines for the purpose of securing evidence
of fshore pursuant to an “official request” as defined by §
3292 (d) .




L. COSTS

In general, the costs of executing a request are borne by
the jurisdiction executing it. However, certain U.S. MLATs
include provisions that allow the reqguested state to ask for
"reasonable" costs incurred in document production. Moreover,
certain non-MLAT jurisdictions will seek and expect payment for
copying and mailing costs. Your office must be prepared to pay
these costs.

Finally, the prospect for incurring costs is increasing in
situations involving restraints of assets. Especially with
smaller jurisdictions, costs may be an issue for discussion
before the jurisdiction will act to immobilize assets pursuant to
your request.

M. USE OF INFORMATION AND EVIDENCE RECEIVED

Foreign authorities providing assistance often restrict
subsequent use of that assistance. OIA normally notes applicable
restrictions in its letters to U.S. prosecutors and investigators
when transmitting assistance provided by foreign authorities. In
any event, CONSULT WITH OIA before using any information or
evidence provided by foreign authorities for any purpose other
than that reguested by the United States and approved by the

foreign authorities.

N. ASSET FORFEITURE

Requests to freeze assets in foreign jurisdictions often
raise complicated issues or entail additional requirements. If
you contemplate requesting a freeze of assets in a foreign
jurisdiction, discuss it with an OIA attorney. Where the offense
involves identified victims who are entitled to recover funds,
consider, before requesting a freeze, whether the victims are in
a position to seek recovery themselves and, if so, whether they
will agree in advance of your request for a freeze to initiate
civil litigation in the named jurisdiction for that purpose,
removing the United States as a party to the recovery action.

Where a foreign jurisdiction provides assistance that leads
to the forfeiture of assets in the United States, the United
States may be in a position to share and, in some instances, may
be obliged to share. Information you provide in the transmittal
form submitting a draft request to OIA will assist in tracking
potential sharing opportunities, commitments, and obligatioms.



0. OIA Transmittal Form

REQUEST FOR FOREIGN LEGAL ASSISTANCE

DATE:

TO:

FROM:

TITLE:

DISTRICT:

OIA TRANSMITTAL FORM

lystra.blake2@usdoj.gov
annie.hutchins@usdoj.gov
annetta.frayer@usdoj.gov

Assistant U.S. Attorney

Telephone #:

Facsimile #:

E-mail Address:

Express Mail Address:

Express Mail Authorization Code:

REQUEST Name:

REQUEST Country:

Check appropriate description:

The investigation/prosecution to which this request
relates may result in the forfeiture of assets that may
be the subject of sharing with a foreign government”
that provides assistance.

The investigation/prosecution to which this request
relates will not result in the forfeiture of assets
that may be the subject of sharing with a foreign
government that provides assistance.

Whether the investigation/prosecution to which this
request relates will result in the forfeiture of assets
that may be the subject of sharing with a foreign
government that provides assistance is unknown at this
time. However, should assets be forfeited that can be
attributed to assistance provided by a foreign
government, I will advise the Office of International
Affairs and the Asset Forfeiture and Money Laundering
Section so that sharing of these assets can take place.




Basic subscriber,
session & billing
informationt

Other
transactional and
account records

Retrieved
communicationsi
and content of
other stored files

Unretrieved
communications:
(in electronic
storage more than
180 days)

Unretrieved

communications}
(in electronic
storage 180 days
or less)

STORED WIRE & ELECTRONIC COMMUNICATIONS
QUICK REFERENCE GUIDE

(REFLECTING 2001 UPDATES FROM P.L. 107-56, USA PATRIOT ACT)

Voluntary Disclosure
Allowed?

Public
Provider

No, unless

. Non-Public
Provider

Mechanisms to Compel
Disclosure

Public
Provider .

Subpoena;

Non-Public
Provider

Subpoena;

§2702(c) 2703(d) order; or 2703(d) order; or
exception applies search.warrant search warrant
[§ 2703(c)(2)]
[§ 2702(a)(3)] [§ 2702(a)(3)] [§ 2703(c)(2)] [§2711(2)]
No, unless Yes 2703(d) order or 2703(d) order or
§2702(c) search warrant search warrant
exception applies ’ o0
[§ 2702(a)(3)] [§ 2702(a)(3)] [§ 2703(c)(1)] [§ 2703(c)(1)]
No, unless Yes Subpoena with Subpoena;
§ 2702(b) notice; 2703(d) ECPA doesn’t
exception applies order with notice; apply
or search warrant
[§ 2702(a)(2) and :
[§ 2702(a)(2)] § 2711(2)] [§ 2703(b)] [§2711(2)]
No, unless Yes Subpoena with Subpoena with
§ 2702(b) notice; 2703(d) notice; 2703(d)
exception applies order with notice; order with notice;
or search warrant or search warrant
[§ 2702(a)(1)] [§ 2702(a)(1)] [§ 2703(a,b)] [§ 2703(a,b)]
No, unless Yes Search warrant Search warrant
§ 2702(b)
exception applies
[§ 2702(a)(1)] (§ 2702(a)(1)] [§ 2703(a)] [§ 2703(a)]

T See 18 U.S.C. § 2703(c)(2) for listing of information covered. For telephone communications, the section
includes, among other records, local and long distance connection records. For Internet connections, the section
includes, among others, records of session times and durations, and IP address assigned to the user during the

session.

1 Includes the content of voice communications.

Computer Crime and Intellectual Property Section ¥ United States Department of Justice -

P.O. Box 887 ¥ Ben Franklin Station % Washington, D.C. 20044-0887
Main (202) 514-1026 % Fax (202) 514-6113 % www.cybercrime.gov




. IN THE UNITED STATES DISTRICT COURT

FOR THE WESTERN DISTRICT OF WISCONSIN

UNITED STATES OF AMERICA

Case No.
V.

THE PREMISES KNOWN AS: UNDER SEAL
2971 HIGHWAY 161

NELSONVILLE, WISCONSIN

GOVERNMENT'S EX PARTE APPLICATION FOR
TEMPORARY INTERRUPTION OF OUTSIDE ACCESS TO
. SPORTS SPECTRUM INTERNET SERVICES

The United States of America, by Peggy A. Lautenschlager, United States
Attorney for the Western District of Wisconsin, by Timothy M. O'Shea, Assistant United
States Attorney for that district, hereby makes application for an order pursuant to Title
28, United States Code, Section 1651, the All Writs Act, directing Amherst Telephone
Company and AT&T Worldnet to temporarily interrupt outside access to Sports
Spectrum Internet Services during execution of the search warrant. As set forth in the
following paragraphs, the United States submits that this temporary interruption will
effectuate the Court’s order directing federal law enforcement officers to search the
premises at 2971 Highway 161, Nelsonville, Wisconsin and will prevent persons outside

that location from accessing computers therein and destroying, removing and/or



encrypting data. | | .
1. On today’s date, the United States submitted to the Court a search |

warrant application for the premises at 2971 Highway 161, Nelsonville, Wisconsin. The
facts alleged in the accompanying affidavit are incorporated into this application as if
fully set forth herein. As indicated in the affidavit, 2971 Highway 161, Nelsonville,
Wisconsin, is a building which houses a number of businesses to include Sports
Spectrum Internet Services. Sports Spectrum Internet Services is an Internet Servic;e
Provider which provides Internet access to the public. The investigation, as explained
in the affidavit, has established probable cause to believe that Sports Spectrum Internet
Services is owned by the targets of this investigation and has been used as an

information conduit between the targets, their employees, and the two illegal off-shore

sports bookmaking and gambling businesses, Gold Me_dal and Seven Palms.

2. To protect the privacy rights of innocent customers of Sports Spectrum
Internet Services, the computer specialists assistiné the investigating agents have
adopted a specific protocol wherein they will attempt to isolate the Internet Service
computers from the remaining computérs at Sports Spectrum. Those Internet Service
computers, if searched at all, will be searched in the conservative manner déscribed in
the search warrant affidavit. If the Internet Service computers can be successfully
isolated, the agents will, as soon as possible, return those Internet computers to
service, thereby restoring service to customers.

3. Generally available encryption programs exist which permit users to

encrypt data with a single keystroke or command. Data encrypted with some of the

2



generally available encryption software products can only be decrypted--if at all--after
months or years of forensic analysis. Moreover, the investigation indicates that Sports
Spectrum employees can access the Sports Spectrum Internet Services computers
from other locations. That remote access is made through connections to the Internet
provided by Amherst Telephone Company and AT&T Worldnet.

4. To effectuate this Court’s search order and to prevent persons outside
2971 Highway 161, Nelsonville, Wisconsin from accessing computers therein and
destroying, removing and/or encrypting data, the United States respectfully requests
that this Court direct Amherst Telephone Company and AT&T Worldnet to temporarily
interrupt the Internet connection or connections to Sports Spectrum Internet Services
during execution of the search warrant and to reaeétablish the connection promptly
when notified by Federal law enforcement officers executing the search.

5. It is further requested that the Court direct that no agents or employees of
the Amherst Telephone Company or AT&T Worldnet méke any disclosure of this
interruption or this Application and accompanying Order and that Clerk of Court seal
this Application and Order until further order of the Court.

Dated this ___ day of April, 2000.

Respectfully submitted,

PEGGY A. LAUTENSCHLAGER
United States Attorney

By:

TIMOTHY M. O'SHEA
Assistant United States Attorney
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IN THE UNITED STATES DISTRICT COURT -¢2% L Af A
@y L

FOR THE NORTHERN DISTRICT OF ILLINOIS - , .

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE INTERCEPTION
OF ELECTRONIC COMMUNICATIONS

Case No. OOMIF]

AFFIDAVIT IN SUPPORT OF APPLICATION
STATE OF ILLINOIS )
) ss.
COOK COUNTY )

Thomas K. Marquardt, being duly sworn on oath, deposes and
states as follows:

1. I am a Special Agent for the Federal Bureau of
Investigation (hereafter FBI) assigned to the Madison, Wisconsin
office as a special agent. I have been employed as a special agent
for thirty years and my current duties include the investigation of
federal crimes, including the transmission of wagering information
and money laundering. As a special agent of the FBI, I am an
investigative or law enforcement officer of the United States within
the meaning of Title 18;.United States Code, Section 2510(7). As
such, I am empowered to conduct investigations of and make arrests
for offenses enumerated in Title 18, United States Code, Section
2516.

2. This affidavit is based on my investigation, as well as
investigation by other federal law enforcement officers, in

particular, Michael Zeihen, a federal law enforcement officer



employed for sixteen years as a Special Agent with the United States
Treasury Department, Internal Revenue Service, Criminal Investigation.
Division (hereafter IRS-CID).

3. I submit this affidavit in support of an application for an
order authorizing the interception of electronic communications
concerning federal felony offenses as authorized by Title 18, United
States Code, Section 2516(3), namely: (1) Title 18, United States
Code, Section 1084, transmission of wagering information; (2) Title
18, United States Code, Section 1956(a) (1) (A) (ii), money laundering
to evade taxation; (3) Title 18, United States Code, Section
1956 (a) (1) (B) (i), money laundering to disguise ownership and control
of proceeds of a specified unlawful activity; (4) Title 18, United
States Code, Section 1952, use of a facility, in interstate or

foreign commerce, to manage a business enterprise involving gambling;.

and (5) Title 18, United States Code, Section 371, conspiracy to
commit the above-described offenses.
SUMMARY
4. The proposed electronic communications intercept relates to
Internet communications sent among three businesses owned or
‘controlled by Duane K. Pede and Jeffrey A. D'Ambrosia, namely, Sports

Spectrum, located in Nelsonville, Wisconsin and two off-shore sports

bookmaking businesses, Gold Medal Sportsbook and Casino (hereafter
Gold Medal) and Seven Palms Casino and Sports Book (hereafter Seven

Palms), both located on the Island of Curacao in the Netherlands




Antilles.' Duane K. Pede and Jeffrey A. D'Ambrosia, through Gold
Medal and Seven Palms, take wagers on sports contests from bettors in
the United States using "wire communication facilities," that is,
over the Internet and/or telephone systems in violation of Title 18,
United States Code, Section 1084. As described below, probable cause
exists to believe that Duane Pede, or his and D'Ambrosia's employees
at Sports Spectrum,‘engage in electronic communications in
furtherance of the conspiracy described herein with the two Curacao
sports book operations over the Internet from Nelsonville, Wisconsin.
It is this flow of cyber-data between Wisconsin and Curacao--
concerning the off-shore sports book operations--that this affidavit
and attached application seek to intercept. Pede and D'Ambrosia have
ownership interests in four Nelsonville, Wisconsin businesses which
are discussed below: Sports Spectrum, Sports Spectrum Internet
Services, The Scoreboard and Signature Press. Through these
businesses, Pede and D'Ambrosia promote and facilitate the two
illegal off-shore sports bookmaking businesses, Gold Medal and Seven
Palms, which are located in Curacao and are described below as well.
5. As explained fully below, this intercept is requested
because the use of other investigative procedures is unlikely to
result in the capture of wagering records and other information
sought. Probable cause exists to believe ﬁhat betting records are

stored on computers located at Gold Medal and Seven Palms. These

! The Netherlands Antilles is an autonomous territory of the
Netherlands consisting of six islands in the West Indies. The
Island of Curacao lies between Puerto Rico to the north and the
coast of Venezuela, approximately 40 miles to the south.
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businesses, however, are in the Netherlands Antilles, beyond the
reach of surveillance, federal subpoenas or search warrants issued b}.
a United States District Court. Further, while duplicate bookmaking
records are possibly also stored at Sports Spectrum in Wisconsin,
based on my knowledge and experience concerning illegal gambling
operations, and that of other law enforcement officers, it is much
more likely that this cyber-data is promptly destroyed (deleted)
after the accounts and volume of wagers are verified. Thus, even if
search warrants in Wisconsin could be properly timed and targeted,
they would be unlikely to resﬁlt in the recovery of sufficient
identifying information about all the participants to the crimes,
reveal the total scope of the criminal operations, .or show the
locations of illegal proceeds. I believe that search warrants at

this time would be more likely to compromise the investigation by

alerting the targets of the investigation, thereby allowing them and
unidentified co-conspirators to hide illegal proceeds, frustrate the
investigation and insulate themselves from successful detection.

6. Below, seven different but interrelated businesses are
described. Probable cause exists to believe that all seven
businesses are owned or controlled by Pede and D'Ambrosia and that
they coordinate the businesses to facilitate the illegal offshore
bookmaking enterprises.

Gold Medal Sportsbook and Casino

7. On August 8, 1996, Gold Medal was registered with the

Curacao Chamber of Commerce. The registration lists Duane K. Pede as

the "statutory and managing director." Gold Medal's business address




is Bon Bini Business Center, Unit J, Schottegat Weg Oost, #10,
Willemstad, Curacao, Netherlands Antilles (formerly located at Bapor-
‘Kibra, Suite 6A, Willemstad, Curacao, N.V.). Information obtained
from witnesses and documentary material obtained during this
investigation indicates that Duane K. Pede and Jeffrey A. D'Ambrosia
are Gold Medal's two principal owners and that eleven other
undisclosed persons own smaller shares.

8. Gold Medal's wagering activities violate Title 18, United
States Code, Section 1084 because its Curacao employees knowingly
‘accept bets in interstate and foreign commerce, over toll-free
telephone betting lines, from persons who are physically located in
areas of the United States where sports gambling is prohibited. It
is believed, based on this investigation, that Gold Medal accepts

annual gross wagers exceeding 150 million dollars®? and that the vast

~ ? This conservative estimate is based on evidence seized in
connection with two search warrants, one executed at the
California office of Bruce Furst and the other at the Florida
office of Attorney David Tedder. Both Furst and Tedder are
discussed in more detail later in the affidavit. In a January
20, 1998 facsimile from Tedder found at Furst's office, Tedder
advises that Gold Medal will have an average weekly cash flow
through Western Union of $300,000 to $600,000 and that the cash
flow would peak the week before the Super Bowl at $2,000,000 or
$3,000,000. Western Union, however, is only one among several
methods used to transfer money to Gold Medal.

Further, Special Agent Zeihen found a 1998 valuation of Gold
Medal among the documentary evidence found at Tedder's office.
The valuation reflected Gold Medal's income stream for the years
1996, 1997 and the first three months of 1998. Gold Medal
collects ten percent--the "vigorish"--only from losing bettors.

I know, and Special Agent Zeihen knows, from experience that
bookmakers do not gamble themselves on the outcome of a contest,
but rather structure the "line" to balance the wagers between
winning and losing bettors. Thus, the income reflects ten
percent of half the total gross wagers. Thus, I believe that the
1996 income of $687,981 reflects gross wagers of approximately
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majority of these wagers come from bettors living in the United

States. As described in detail below, probable cause exists to .
believe that Pede and D'Ambrosia launder income from Gold Medal
through a series of bank accounts in the Bahamas, Ireland and the
United States to conceal the nature and source of the income and to
avoid taxation. Evidence described within this affidavit reveals
that Gold Medal's illegal gambling activities and the laundering of
proceeds therefrom are promoted and controlled by Duane K. Pede and
Jeffrey A. D'Ambrosia, personaliy and via their domestic businesses
described below, namely: The Scoreboard, Inc.; Sports Spectrum, LLC.;
Spérts Spectrum Internet Services; NSN, Inc.; and Signature Press.
Seven Palms Casino and Sports Book

9. Probable cause exists to believe that Pede, or his and
D'Ambrosia's Sports Spectrum employees, use the Internet to engage ir.
communications in furtherance of the conspiracy described herein with
Seven Palms Casino and Sports Book, a second Curacao sports
bookmaking operation. The business address for Seven Palms is Bon
Bini Business Center, Unit H, Schottegat Weg Oost, #10, Willemstad,
Curacao, Netherlands Antilles. (Note that Gold Medal's address is
Unit J in the same building.) 1In a brochure obtained on June 25,
1999, Seven Palms billed itself as "a full service sports book"
"licensed by the Government of the Netherlands Antilles and an active
member of the Interactive Gaming Council." The brochure states that

Seven Palms offers sports betting and games of chance--such as

$13,759,620 (Pede and D'Ambrosia opened Gold Medal on August 8,
1996); the 1997 income of $8,644,174 reflects gross wagers of
approximately $172,883,480. .




blackjack and roulette--over the Internet. The Seven Palms brochure
was sent in an envelope from The Scoreboard in Wisconsin. The bulk
rate postage mark stated "U.S. Postage Paid - Signature Press." On
December 1, 1999, Special Agent Richard Zeihme, IRS-CID, spoke with a
Gold Medal employee who answered the toll-free betting line. First,
this employee told Zeihme that Gold Medal and Seven Palms were the
same company; the employee then clarified his statement saying that
Gold Medal and Seven Palms were different companies but had the same
owners. Internet service to boﬁh Seven Palms and Gold Medal is
supplied by SAVVIS Communications, an international Internet Service
Provider, headquartered in St. Louis, Missouri. Between June 2, 1999
and January 15, 2000, there have been 40,193 Internet communications
between Sports Spectrum Internet Services, Pede's Wisconsin business,
and Seven Palms in the Netherlands Antilles.

10. Probable cause exists té believe that Seven Palms is
engaged in wagering activities that wviolate Title 18, United States
Code, Section 1084 because it has solicited bettors to place wagers
on sporting events in interstate and foreigh commerce over the
Inﬁernet, a wire communicétion facility, knowing that the
solicitations were sent to persons who are physically located in
areas of the United States where sports gambling is prohibited.
Probable cause exists to believe that Seven Palms' illegal gambling
activities are promoted and controlled by Duane Pede, personally and
via his domestic business interests, namely: Sports Spectrum; Sports

Spectrum Internet Services; and Signature Press.

Sports Spectrum



11. In 1995, Duane Pede and Jeffrey D'Ambrosia merged two
sports information or "tout" services, namely, The Scoreboard, owned.
by.Pede, and NSN, owned by D'Ambrosia, to form an umbrella ‘
corporation, Sports Spectrum, LLC. (hereafter Sports Spectrum).
Sports Spectrum is.incorporated in both Wisconsin and Nevada. In
Articles of Incorporation filed with the State of Wisconsin on July
20, 1995, Pede is listed as the registered agent of Sports Spectrum.
The Wisconsin business address for Sports Spectrum is 2971 Highway
161, Nelsonville, Wisconsin. State of Wisconsin records indicate
that Sports Spectrum may have as many as sixty employees.

12. In Articles of Incorporation filed with the State of Nevada
on June 30, 1995, D'Ambrosia is listed as the registered agent for
Sports Spectrum. In the Nevada Articles of Incorporation, NSN
Corporation is listed as Sports Spectrum's.president; The Scoreboard.
is listed as Sports Spectrum's secretary.

Sports Spectrum Internet Services

13. Sports Spectrum Internet Services is an Internet Service
Provider®’ providing Internet access to the public. Sports Spectrum
Internet Services is a subéidiary of Sports Spectrum, which is owned
'by Pede and D'Ambrosia. Sports Spectrum Internet Services is located
at 2971 Highway 161, Nelsonville, Wiéconsin, the same building which
houses Sports Spectrum and The Scoreboard, described below. Lexis-

Nexis checks reveal that Duane Pede is the registered agent for

3 An Internet Service Provider, or ISP, provides accounts
that individuals, businesses and organizations can use to access
the Internet. In the United States, for example, America Online
(AOL) is a popular commercial Internet Service Provider. .
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Sports Spectrum Internet Services. On April 8, 1999, Special Agent
Zeihen accessed the Sports Spectrum Internet Services web site. The
Sports Spectrum Internet Services web site states "July 1, 1997 -
Sports Spectrum On-Line **#* Sports Spectrum, a Wisconsin
Corporation formed in 1985, is on the Internet." The web site
features advertisements for and hyperlinks to two of Pede and
D'Ambrosia's businesses described below, The Scoreboard and Signature
Press. As also described below, probable cause exists to believe
that Pede or his employees use Sports Spectrum Internet Services to
communicate with and manage the illegal off-shore sports book
operations at Gold Medal and Seven Palms both located in the
Netherlands Antilles.

14. The requested interception relates to electronic
communications over the Internet between Sports Spectrum Internet
Services in Wisconsin and five Internet Protocol (IP) addresses--
specifically, 216.91.119.10; 216.91.119.36; 216.91.119.37;
216.91.119.41; and 216.91.119.43--which are serviced by SAVVIS
Communications, an international Internet Service Provider
headquartered in St. Louis, Missouri. Probable cause exists to
believe that the five IP addresses in question are related to Gold
Medal and Seven Palms, the targeted Curacao sports bookmaking
enterprises. Four of the IP addresses have domain names associated
with them, specifically: for 216.91.119.36, the domain name is
www.7palms.com; for 216.91.119.37, the domain name is

www.sevenpalms.com; for 216.91.119.41, www.goldmedalsports.com; and



for 216.91.119.43, mail.sevenpalms.com.* These electronic
communications pass through a number of electronic communications .
service systems while being transported between Wisconsin and
Curacao. Internet communications between Sports Spectrum Internet
Services in Wisconsin and the five SAVVIS Communications IP addresses
pass through a central choke-point, AT&T Worldnet, 10 South Canal
Street, Chicago, Illinois, where the proposed intercept would take
place.
The Scoreboard

15. Within the same building housing Sports Spectrum and Sports
Spectrum Internet Services, 2971 Highway 161, Nelsonville, Wisconsin,
Duane Pede operates a tout service business, called The Scoreboard,
Inc. (hereafter The Scoreboard). On July 16, 1985, Articles of

Incorporation for The Scoreboard were filed at the Wisconsin .

Secretary of State listing Duane éede as the registered agent. As
noted ébove, The Scoreboard is a subsidiary of Sports Spectrum. On
February 13, 1998, Special Agent Zeihen interviewed Pede at The
Scoreboard in connection with a separate investigation involving a
maﬁ named Daniel Knutowski. On July 22, 1998, Knutowski was
convicted in the Western District of Wisconsin of cocaine
distribution and filing ﬁalse tax returns. Knutowski was also an

admitted sports bookmaker and Zeihen was investigating Knutowski's

‘ A domain name refers to the English-readable name of the
Internet Protocol address or IP address, which is a numerical
address for computers connected on the Internet. The only
difference between the IP address and domain name is that one is
represented numerically, and the other is in English-readable

form.
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bookmaking when he spoke with Pede. Pede described the tout service
business as selling up to the minute Las Vegas betting "lines" and
tips on which teams or individuals would win specific sporting
events.

16. The several tout services discussed herein claim to offer
for sale to their customers purported "inside information" on
sporting events which the customers can use to win when wagering on
sporting events. Each tdut service, NSN and The Scoreboard, markets
itself under a number of names, for example, each of the following
services, "Mike Wynn Sports," "Dr. Ron Bash," "Former Pro QB Dan
Pastorini" or "Sam Sharp" are all part of The Scoreboard or its
umbrella corporation, Sports Spectrum. As described below, Pede and
D'Ambrosia use their "tout" businessés to promote their off-shore
sports book operation.

NSN, Inc.

17. Jeffrey A. D'Ambrosia operates a sports information (tout
service) business, called NSN, Inc. (hereafter NSN), at 5025 South
Eastern Avenue, #27, Las Vegas, Nevada. Nevada's Secretary of
State's corporate records reveal that NSN was incorporated on June
18, 1987 and that Jeffrey A. D'Ambrosia is the registered agent. NSN
is now a subsidiary of Spofts Spectrum.

Mﬁ

18. Pede and D'Ambrosia, with others, own a printing company,
Signature Press, located at 3261 Highway 161, Nelsonville, Wisconsin.
As described below, the printing company and the several "tout"

services are used by Pede and D'Ambrosia to market, advertise and
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promote Gold Medal and Seven Palms, the off-shore sports bookmaking

enterprises. Pede, D'Ambrosia, Gold Medal, Seven Palﬁs, The
‘Scoreboard, NSN, Sports Spectrum, Sports Spectrum Internet Services
and Signature Press are all targets of a grand jury investigation in
the Western District of Wisconsin.
DURATION OF REQUESTED INTERCEPTION

19. The requested order is sought for a period of time until
the interception fully reveals the manner in which the above-named
individuals and businesses participate in the above-described
offenses, or for a period of thirty (30) days, whichever is shorter.
Pursuant to Title 18, United States Code, Section 2518(5), it is
further requested that the time set forth in the order run from the
day on which the investigative or law enforcement officer first

begins to conduct the interception pursuant to the Court's order, or .

ten (10) days from the date of the order, whichever is earlier.
SUBJECTS AND OFFENSES

20. Probable cause exists to believe that Duane K. Pede,
Jeffrey A. D'Ambrosia, Sports Spectrum, The Scoreboard, NSN, Sports
Spectrum Internet Services, Signature Press, Gold Medal and Seven
Palms and other individuals and businesses as yet unconfirmed, have
committed, are committing, and will continue to commit the following
offenses: (1) Title 18, United States Code, Section 1084,
interstate wire transmission of wagering information; (2) Title 18,
United States Code, Section 1956(a)(1)(A)(ii),-money laundering to
evade taxation; (3) Title 18, United States Code, Section

1956 (a) (1) (B) (i), money laundering to disguise ownership and control
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of proceeds of a specified unlawfui activity; (4) Title 18, United
States Code, Section 1952, use of a facility, in interstate or
foreign commerce, to manage a business enterprise involving gambling;
and (5) Title 18, United States Code, Section 371, conspiracy to
commit the above-described offenses.
OBJECTIVES

21. There is probable cause to believé that interception of
electronic communications of the subjects identified above, the
authorization for which is sought herein, will reveal:

(a) the nature, extent and methods of operation of Duane K.
Pede, Jeffrey A. D'Ambrosia and others as yet unknown
involved in the transmission of wagering information, money
laundering to evade taxation, money laundering to disguisg
ownership and control of proceeds, use of a faciiity, in
interstate or foreign commerce, to manage a business
enterprise involving gambling and‘conspiracy to commit the
above-described. offenses;

(b) the identities and roles of accomplices, aiders and
abetters and co-conspirators in the illegal activities;

(c) the locations and facilities used in furtherance of those
activities;

(d) the existence and locations of reéords evidencing the
above-described offenses;

(e) the location and disposition of the proceeds from those

activities; and
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(f) the identities, locations and betting histories of gamblers

who have wagered with Gold Medal and Seven Palms and thus
may be witnesses in criminal proceedings.
In addition, these electronic communications are expected to
constitute admissible evidence of the commission of the above-
described offenses.

ELECTRONIC COMMUNICATIONS FACILITY

22. There is probable cause to believe that Duane K. Pede,
Jeffrey A. D'Ambrosia and others yet unknown have used, are using and
will continue to use, during the period of interception applied for
herewith, a connection at AT&T Worldnet, 10 South Canal Street,
Chicago, Illinois, to transmit and receive electronic communications
in connection with the above-described offenses. The AT&T Worldnet
facilities are a series of electronic switches and routers that carry.
and direct electronic communications between the two Internet service
providers in question, Sports Spectrum Internet Services, owned by
Pede and D'Ambrosia aﬁd located in Nelsonville, Wisconsin, and SAVVIS
Communications, which provides Internet Service for the five IP
addresses used by Gold Medél and Seven Palms. As described in the
" Minimization Section below, the interception will be limited to
electronic communications between Pede and D'Ambrosia's business,
Sports Spectrum Internet Services in Nelsonville, Wisconsin, and the
five SAVVIS Communications IP addresses identified as relevant to
this investigation.

23. The connection is located at AT&T Worldnet, 10 South Canal

Street, Chicago, Illinois, and any interception of electronic
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communications would be conducted at that location with the
. assistance of AT&T Worldnet.
BACKGROUND OF INVESTIGATION
24. The Wisconsin investigation began in February 1998. The
evidence that this affidavit is based on will be referred to in the
body of this affidavit or by footnote. Four categories of evidence,
however, are highlighted at the outset:
(a) Evidence obtained in connection with other federal criminal
investigations, specifically: an investigation in the
Western District of Wisconsin concerning Daniel Knutowski,
a bookmaker and cocaine distributor; an investigation in
the Eastern District of Missouri concerning Paradise
Casino, another Curacao bookmaking enterprise; and a Middle
District of Florida money laundering investigation
. concerning Attorney David Tedder®, believed to have
laundered illégal pfoceeds ?or several off-shore casinos.
(b) An ongoing undercover operation, beginning on January 13/
1999 and continuing through January 14, 2000, wherein two
Internal Revenue Service-Criminal Investigation Division
agents within the United States have placed--over toll-free
telephone lines and the Internet--a total of 50 bets with
Gold Medal reflecting $32,200 in gross wagers and have.
received sports book information from Gold Medal Sports,

all evidencing violations of Title 18, United States Code,

5> As the investigation continues, David Tedder may be added
to the list of Western District of Wisconsin targets in relation

. to the suspected money-laundering.
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Sections 371 (conspiracy) and 1084 (interstate wire
'ﬁransmission of bets and wagering information). .
(c) Evidence obtained from telephone companies and Internet
service providers to include evidence resulting from a
Court-ordered trap and trace monitoring of Internet
communications between Sports Spectrum Internet Service,
Seven Palms and Gold Medal.
(d) Financial information relating to Pede, D'Ambrosia, their
businesses and the laundering of illegal gambling proceeds.
PROBABLE CAUSE TO BELIEVE THAT CRIMES ARE BEING COMMITTED AND

THAT PEDE OR HIS AND D'AMBROSIA'S SPORTS SPECTRUM EMPLOYEES ARE
USING THE INTERNET TO RUN THE SPORTS BOOK OPERATIONS

25. A summary of Gold Medal's organization and operation
follows. The evidence demonstrates that Gold Medal is owned by Pede

and D'Ambrosia and that they formed it to illegally accept wagers .

from persons within the United States. The evidence also
demonstrates that'Seven Palms and Gold Medal have the same owners,
vnamely, Pede and D'Ambrosia. Your affiant relies on the following
evidence to support these propositions:
| (a) On August 8, 1996, Gold Medal was registered with the
Curacao Chamber of Commerce. Duane Pede was listed as the
registered agent for Gold Medal.

(b) On April 27, 1998, John Edens was interviewed by federal
law enforcement officers. On July 21, 1998, Bruce Furst
was interviewed by federal law enforcement officers. These
two men are targets of a separate St. Louis, Missouri grand

jury investigation into their management roles at Paradise

16



(c)

Casino, another Curacao sports betting enterprise, and have
proffered information pursuant to plea negotiations.
Although Furst and Edens were involved in a separate
Curacao casino, that off-shore sports betting enterprise,
Paradise Casino, was established at about the same time as
Gold Medal and Edens and Furst are familiar with Gold
Medal, Pede and D'Ambrosia. Both Furst and Edens
separately identified Pede and D'Ambrosia as owners of Gold
Medal. On December 3, 1999, AUSA Michael Fagan, of the
United States Attofney's Office for the Eastern District of
Missouri, advised that final prosecutorial decisions
concerning Edens and Furst have not been made.
In June 1998, a search warrant was executed in connection
with the Paradise Casino investigation at Bruce Furst's
office in Laguna Hills, California. In addition to the
Paradise Casinoc evidence, law enforcement officers
recovered significant information concerning Gold Medal,
Pede and D'Ambrosia. In sum, this evidence demonstrates
Pede and D'Ambrosia's ties to Gold Medal, their use of
international accounts to transfer large amounts of money
and D'Ambrosia's knowledge that off-shore sports bookmaking
over international telephone lines violated Title 18,
United States Code, Section 1084. 1In particular:
(i) In a file marked "Gold Medal," agents found Pede's
telephone number and address at Sports Spectrum in

Nelsonville, Wisconsin and a December 5, 1997 document

17



(ii)

(iii)

(iv)

indicating that the person had spoken with "Dwayne"
(sic) who said they were close to a third license on .
the island.

Agents also found a file marked "J.A. Working file."
Based on this investigation, I know that D'Ambrosia
often uses his middle name, Allen, as his surname.
Within the file are notes referring to: meeting "J.A."
in Las Vegas; that he has equal voting stock with
"Dwayne" (sic); and the transfer of money between
"J.A.," an account labeled "Westtel" (sic) and "Gold
Medal." Evidence discussed below indicates that the
Westel account is associatéd with David Tedder's money
laundering scheme. |

Agents also found a file labeled "J.A. Gia / Loan .
File" containing records documenting a loan from "Jeff
Allen" to a woman named Gia D'Errico. Special Agent
Zeihen has examined foreign and domestic bank records
relating to this loan obtained through grand jury
subpoena and a separate search warrant executed at the
Florida office of Attorney David Tedder. Based on
these records, there is probable cause to believe that
the D'Errico loan represented illegal gambling
proceedé from Gold Medal.

A March 31, 1998 facsimile was sent to Bruce Furst
from "Jeff Allen" at Allen Communications (a Lexis-

Nexis search indicated that Jeffrey D'Ambrosia is the
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(d)

president and registered agent for Allen
Communications). D'Ambrosia sent by facsimile an
article titled "Internet Law." The facsimile banner
at the bottom of the pages of the article indicated
that it was previously sent from Gold Medal Sports and
listed Gold Medal's facsimile telephone number. This
article indicates D'Ambrosia's knowing and intentional
violation of Title 18, United States Code, Section,
1084, as the article, sent to Furst by D'Ambrosia,
states among other things, "[tlhere is little doubt
that engaging in offshore sports betting operations by
telephonic communications is illegal under Sec. 1084."
In June 1998, a search warrant was executed in connection
with a separate money laundering investigation involving
Attorney David Tedder at Tedder's office in Longwood,
Florida. (Before law enforcement review in connection with
this case, the material was reviewed by a Special Master
appointéd by the United States District Court for the
Middle District of Florida. The Special Master determined
that no attorney-client privilege attached to the evidence
referenced herein.) In addition to the evidence that
Tedder laundered illegal proceedé for a number of clients,
law enforcement officers recovered significant information
concerning Gold Medal, Pede and’D'Ambrosia. In suh, this
evidence indicated Pede and D'Ambrosia's ownership and

control of Gold Medal and that they used Tedder's "deferred
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compensation" plan to launder Gold Medal proceeds. In

particular: .

(1) A December 30, 1997 facsimile containing the August 8,
1996, Articles of Incorporation for Gold Medal. The
articles list Duane Pede as the managing director of
Gold Medal. One of the stated objects of the
corporation is to "operate games of chance on the
internatibnal market via service lines."

(ii) A file marked "Deferred Compensation Client List"
contains a spread sheet with entries for "Jeff
D'Ambrosia" and "Duane Pede." A handwritten notation
at the bottom of the page states "Gold Med 1 @
$1,900,000."

(iii) A December 30, 1997 facsimile from "Duane Pede - Gold

Medal" sent with a cover sheet from "The Scoreboard, "
to Catherine Vergopia includihg a "Corporate
Certificate!" for Gold Medal, signed by Pede as
President, and Pede's demand for Surety Bank and Trust
to transfer $1,900,000 from Gold Medal account number
20087 to Personal Leasing Services Inc., account
number 20013.

(iv) A December 30, 1997 facsimile, the first page of which
appeared to be a handwritten note from Jeffrey
D'Ambrosia to a "Tony" which states "Grand Northstar
to PLSI (believed to be Personal Leasing Services

Inc.) = $275,156.96; Westel to PLSI = $100,000.00;
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Jeffrey D'Ambrosia to PLSI = $150,000.00. Wires
should be there by lunch Wed. Faxed Tues @ 5 pm EST.
Jeffrey D'Ambrosia. Did I miss anything?" (underline
in original). This note is followed by three typed
letters directing that U.S. funds be wire transferred
as follows: from ABN Bank, $150,000.00 to Colonial
Bank, Orlando, Florida, credit to Personal Leasing
Services Inc., account # 041409142; from Westel
Corporation, N.V., $100,000.00 to Colonial Bank,
Orlando, Florida, credit to Personal Leasing Services
Inc., account # 041409142; from Westel Corporation,
N.V., $50,000.00 to Union Bank, Laguna Hills,
California, credit to Challenge Realty, account number
0690022990.

(v) Files containing agreements for Gold Medal to "lease"
the services of Duane Pede from Personal Leasing
Services; handwritten charts listing Pede's business
interests to include Gold Medal, The Scoreboard,
Sports Specﬁfum, NSN and Signature Press; and an
analysis of income and worth of D'Ambrosia's business
interests to include NSN, "Sports Spectum (sic)," and
Gold Medal.

Special Agent Michael Zeihen checked United States Customs

border crossing and American Airlines records and found

that Pede, D'Ambrosia and a man named Sam Polito (an NSN /

Sports Spectrum employee), traveled from Curacao to Miami

21





